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WHAT SORTS OF
DATA MIGHT EXIST

ABOUT YOU ?




PERSONAL IDENTIFYING INFORMATION

* Names * Passport Number

* Addresses * Driving Licence No.
* Phone Numbers  Bank Account

* Email Addresses Numbers
 Usernames * NHS Number

* Profile or ID photos ¢ Historical Identifiers
* NI Number



BIOGRAPHICAL /| HEALTH INFORMATION

e Gender  Cholesterol
* Height * Diet

* Weight * Sexuality

« BMI * Blood Type

* Blood Pressure * Medical History



SECURITY INFORMATION

 Passwords

* Security Settings
e 2FA Codes
 Secret Answers

* Fingerprints

* |ris Scan



YOUR OUTLOOK

* Religious beliefs * Political views
* |Interests & hobbies ¢ Trigger topics
* Political beliefs * Lifestyle & attitudes

* Sexual preferences * Personality type



THE DATA YOU KNOW YOUVE SHARED

* Posts you've made ¢ Forms you've filled in
* Messages you've sent * Postage info
* Photos you've shared * Bank details
* Profile descriptions * Blogs you've written
* Preferences & * Presentation

settings recordings
* Files uploaded/shared * Publications



BEHAVIOUR & HISTORY DATA

* App Usage Data * Places you use tech

* Website Visit * Who you interact
Information with

* Search History * What you click on

* Times you're online ¢ Time you spend on

* Activity logs activities

* Patterns of usage



SPENDING, DIET, TRAVEL AND ACTIVITY LOGS

* Calorie records * Places you have been
* Food logs * Journeys made

* Step counts * Ticket history

* Spending records * Run/ Gym records

* Location history



PHOTOS, ARTWORK, IMAGES. MEDIA

Photographs taken
Profile Photos
Artwork

Home videos
Music recordings

* Audio recordings
(e.g.Alexa)

* Profile Texts

* Things you’ve written



DEMOGRAPHIC / ADVERTISING INFORMATION

Derived information about your:
* Social class

* Disposable Income

* Employment

* Political persuasion

* Age bracket

* Topics of interest

Cookies / Trackers



WHAT ELSE?

Other things you have thought of....!?

Other things you HAVEN'T even thought of... !



WHAT WOULD YOU
LIKE TO DO WITH

YOUR DATA?
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SEARCH FOR SPECIFIC THINGS?
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Pre-diet

Weight Loss, Stall, and Regain

Losing weight

—@— Calorie intake

B

EE—] RescueTime

Your Weekly Report

The Week Of October 14, 2012

Stall

—@—Total calorie burn

Regain

Your total time this week: Productivity:

47h 56m 80%

How does that compare to the average RescueTime user?

30h 32m 68%

Your productivity breakdown:

Very distracting! Very productive!

Your top category: more categories:

Design & Composition: Intelligence

Writi n 10h 23m  very productive!
g News/Opinion

yrvomdanivat | 9h40m  very distracting!

LOOK FOR PATTERNS ?

Your Goals

More than 5 hours of All
Productive

Good job! 7h 19m avg
per day

Less than 1 hour of
Comm/Schedule

2h 27m avg per day

Visit your goals
page

Weekly links



JEUEMIe e OIS ALY, <

—_—

} Recomm

Brush your teei |
Consider funaide
{ 1 CIRY




[
i ali TODAY #EJqburgh
Z¥ Timeline Glgggow o
o
Paisley @
YEAR ¥  MONTH ~ DAY  ~ 18 -
Ayr
| T 1_..-......-.....--- Dumfries®
—
oBallymena
NORTHERN
® omaghe IRELAND oBelfast
Enniskillen
Sli‘_go =
Ballin Isle of Man ® PY Y :
Cavan ork
astieba : Dunc:ialk ! ) > e .k
-astlebar Bla@oq L@S Hull
‘/\‘F-"?r.».’l‘f Drogoheda . 2
[s) ° a ‘
P-Al,lll‘r)’lgar o ¢
Athlone [ Liverpool #Manchester
o Dul.)lm R s s
Galway i
v chalter Sheffidtd
Ireland ° o« ®
Nottingham
Ennis sarlow ¢ “
nis Carlow
o o o
Limerick Kilkenn : -
o e %o Lelcgster Peterborough Norg.'lch
Tralee
=]

DI"K.I';h’—

SEE WHERE YOU HAVE BEEN?

Ki

o '&'
o
Exgter Bourn%n‘ h

Cardiy Bristol ° BEading oLwSouthen%-on-Sea
. .Bgt: Canl%rbury
o
Southgmpton

Bnggton

Alkn

Ams
s

The Igague

s}
Rotterdan

Antwerp
(o]

Ghent
(o]

Brussels
®



People]

Ideas l

Acuvm; Plamg
Resea

ORGANISE EVERYTHING BETTER?




' I

KEEP YOUR DATA SAFER
V - gy



. 10Qp1 01 Okt - e
)1 00 11 0:1-0-f=f==
D10000 01 I 0Fa—a
1‘9}110101::' .
31001100 rnrg®
D D0 01103 'y |
.?gﬁ'flum‘?'a!‘ o
zjluuumlp.u 0 WA
Riooooo1ToY @
11 001202558
0 3% 01101 0-0-0%
0100080 1Y oEEEmmy
1100110407 ot/
010010440040 T
0100000VYVEA :
110012010714
01Q01g 077 3O 03
0180000110160/
1 30 0g 1 01,0 0KV
0100110710000V
'3100g00119ur15.
110011 0=/
Dlg0 0110108
D10000011-8
11001 -0-10-F
WOo0110100
0
1
»

0®ooo0011
1 0 0-15=0==H

11ﬂl"‘l1n1f‘l T



TAG AND GROUP THINGS







CONTROL WHO CAN SEE WHAT




ME IN ZONES

HACK / BUILD CODE WITH IT

Good Morning
otans Aol Today you slept 5h 59m (75 percent.).

44-162 bpm
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February 25 2019

Started working on the app-ideas
O repository

Check it out on GitHub »

m March 06 2019

Started the Weekly Coding
Challenge program O

Check it out here »

March 07 2019 TWITTER

() Got 1.000 followers on Twitter

See profile »

DEV.TO March 13 2019

Wrote my first blog post on

Dev.to <|>

KEEP BETTER DIGITAL RECORDS




In the context of
personal data,

me having power means
that |




THE RIGHTS GIVEN
TO YOU BY THE

GDPR




DATA PORTABILITY (ARTICLE 20)

After a data portability request,a copy must be provided
of:

All data you have provided to the organisation
All data indirectly observed about you

In a commonly-used, structured, machine-readable format (CSV,
JSON not PDF)

With an intelligible description of all variables
... WITHIN 30 DAYS



RIGHT TO ACCESS (ARTICLE 15)
“SUBJECT ACCESS REQUEST”

For all personal data not falling within data portability, you
have a right to access:

Data derived about you, such as opinions, inferences, settings and
preferences

Provided in machine-readable format where available

In accordance with the principles of fairness and
provision of data protection by design.

... WITHIN 30 DAYS



INFORMATION ON CONTROLLERS,
PROCESSORS, SOURCE AND TRANSFERS

You have a right to know:

The identity of all joint controllers of your personal data, as well as
the nature of the organization’s contracts with them (Article 26)

The precise identities of all third parties to whom data has been
disclosed, with contact details (Article |5)

The source of any indirectly inferred information, including contact
details (Article 14/15)

Whether it has exited the EU at any stage (with legal justification for
same)

... WITHIN 30 DAYS



INFORMATION ON PURPOSES AND
LEGAL BASIS

You have a right to know (Article 29):
How your data is processed

The lawful basis for that processing by category of personal
data.

The specified legitimate interest where a legitimate interest is
relied upon (Article 14).

... WITHIN 30 DAYS



INFORMATION ON AUTOMATED
DECISION MAKING

You have a right to know:

Whether or not the organization makes any automated
decisions based upon our data (Article 22)

meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such
processing for you. (Article |5)

... WITHIN 30 DAYS



INFORMATION ON STORAGE

You have a right to know:

Where your personal data is physically stored (including
backups)

How long each category of personal data is stored, or the
criteria used (Article 15).

Where there has been any human intervention in this process
(Article 22)



