
WHO MIGHT BE
HOLDING DATA 

ABOUT YOU?



ONLINE FILE STORES



EMAIL PROVIDERS



CHAT AND INSTANT MESSAGING SERVICES



INTERNET PROVIDERS



BLOGGING & WEBHOST PLATFORMS



CLOUD SERVICE PROVIDERS



MOBILE PHONE HANDSET COMPANIES



TELEPHONE NETWORK OPERATORS



HIGH STREET RETAILERS AND SUPERMARKETS



LOYALTY AND REWARD PROGRAMMES



SOCIAL NETWORKS



SEARCH ENGINES



UTILITY COMPANIES



PUBLIC TRANSPORT PROVIDERS



PUBS & RESTAURANTS & CAFES



HOTELS, AIRLINES & TRAVEL AGENTS



GYMS, CINEMAS, SPAS, SPORTS & LEISURE



POLITICAL PARTIES, UNIONS, MEMBER ORGS



BANKS & FINANCIAL SERVICES



STREAMING ENTERTAINMENT SERVICES



APP STORES, GAMES PLATFORMS, MOBILE GAMES



ONLINE COMMUNITIES



NEWSPAPERS, MAGAZINES, SUBSCRIPTION SITES



HEALTH AND FITNESS LOGGING



SOFTWARE AND HARDWARE



DATING WEBSITES, ADULT WEBSITES



WHAT SORTS OF 
DATA MIGHT EXIST

ABOUT YOU?



PERSONAL IDENTIFYING INFORMATION

• Names
• Addresses
• Phone Numbers
• Email Addresses
• Usernames
• Profile or ID photos
• NI Number

• Passport Number
• Driving Licence No.
• Bank Account 

Numbers
• NHS Number
• Historical Identifiers



BIOGRAPHICAL / HEALTH INFORMATION

• Gender
• Height
• Weight
• BMI
• Blood Pressure

• Cholesterol
• Diet
• Sexuality
• Blood Type
• Medical History



SECURITY INFORMATION

• Passwords
• Security Settings
• 2FA Codes
• Secret Answers
• Fingerprints
• Iris Scan



YOUR OUTLOOK

• Religious beliefs
• Interests & hobbies
• Political beliefs
• Sexual preferences

• Political views
• Trigger topics
• Lifestyle & attitudes
• Personality type



THE DATA YOU KNOW YOU’VE SHARED

• Posts you’ve made
• Messages you’ve sent
• Photos you’ve shared
• Profile descriptions
• Preferences & 

settings
• Files uploaded/shared

• Forms you’ve filled in
• Postage info
• Bank details
• Blogs you’ve written
• Presentation 

recordings
• Publications



BEHAVIOUR & HISTORY DATA

• App Usage Data
• Website Visit 

Information
• Search History
• Times you’re online
• Activity logs

• Places you use tech
• Who you interact 

with
• What you click on
• Time you spend on 

activities
• Patterns of usage



SPENDING, DIET, TRAVEL AND ACTIVITY LOGS

• Calorie records
• Food logs
• Step counts
• Spending records
• Location history

• Places you have been
• Journeys made
• Ticket history
• Run / Gym records



PHOTOS, ARTWORK, IMAGES, MEDIA

• Photographs taken
• Profile Photos
• Artwork
• Home videos
• Music recordings

• Audio recordings
(e.g. Alexa)

• Profile Texts
• Things you’ve written



DEMOGRAPHIC / ADVERTISING INFORMATION

Derived information about your:
• Social class
• Disposable Income
• Employment
• Political persuasion
• Age bracket
• Topics of interest

Cookies / Trackers



WHAT ELSE?

Other things you have thought of….?

Other things you HAVEN’T even thought of… ?



WHAT WOULD YOU 
LIKE TO DO WITH 

YOUR DATA?



UNDERSTAND WHO HAS WHAT?



SEARCH FOR SPECIFIC THINGS?



EASILY FIND RELATED THINGS?



LOOK FOR PATTERNS?



GET TO KNOW YOURSELF BETTER?



SEE WHERE YOU HAVE BEEN?



ORGANISE EVERYTHING BETTER?



KEEP YOUR DATA SAFER



CREATE YOUR DIGITAL LEGACY



TAG AND GROUP THINGS



BROWSE THROUGH MEMORIES



CONTROL WHO CAN SEE WHAT



HACK / BUILD CODE WITH IT



BUILD UP EVIDENCE



CREATE / MASHUP / REMIX



KEEP BETTER DIGITAL RECORDS



In the context of 
personal data,

me having power means 
that I ___________.



THE RIGHTS GIVEN 
TO YOU BY THE 

GDPR



DATA PORTABILITY (ARTICLE 20)

•After a data portability request, a copy must be provided 
of:
•All data you have provided to the organisation
•All data indirectly observed about you

• In a commonly-used, structured, machine-readable format (CSV, 
JSON not PDF)

•With an intelligible description of all variables

… WITHIN 30 DAYS



RIGHT TO ACCESS (ARTICLE 15)
“SUBJECT ACCESS REQUEST”

•For all personal data not falling within data portability, you 
have a right to access:
•Data derived about you, such as opinions, inferences, settings and 
preferences

• Provided in machine-readable format where available
• In accordance with the principles of fairness and 
provision of data protection by design.

… WITHIN 30 DAYS



INFORMATION ON CONTROLLERS, 
PROCESSORS, SOURCE AND TRANSFERS

You have a right to know:
• The identity of all joint controllers of your personal data, as well as 

the nature of the organization’s contracts with them (Article 26)
• The precise identities of all third parties to whom data has been 

disclosed, with contact details (Article 15)
• The source of any indirectly inferred information, including contact 

details (Article 14/15)
•Whether it has exited the EU at any stage (with legal justification for 

same)
… WITHIN 30 DAYS



INFORMATION ON PURPOSES AND 
LEGAL BASIS

You have a right to know (Article 29):
•How your data is processed
•The lawful basis for that processing by category of personal 
data.
•The specified legitimate interest where a legitimate interest is 
relied upon (Article 14).

… WITHIN 30 DAYS



INFORMATION ON AUTOMATED 
DECISION MAKING

You have a right to know:
•Whether or not the organization makes any automated 
decisions based upon our data (Article 22)

•meaningful information about the logic involved, as well as the 
significance and the envisaged consequences of such 
processing for you. (Article 15)

… WITHIN 30 DAYS



INFORMATION ON STORAGE

You have a right to know:
•Where your personal data is physically stored (including 
backups)

•How long each category of personal data is stored, or the 
criteria used (Article 15).

•Where there has been any human intervention in this process 
(Article 22)


